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Abstract
Despite the recent advances in defenses against
adversarial attacks, deep neural networks typically stay vulnerable to adversaries outside the
perturbation type they are trained to be robust
against. Recent work has aimed to improve the
robustness of a single model against the union of
multiple perturbation types, e.g., `1 , `2 and `∞ .
However, when evaluating their accuracy against
each individual perturbation type, they still do not
match the performance of models trained specifically for that single perturbation type. To close
this gap, we propose Classify Then Predict (CTP),
a two-stage pipeline to improve the robustness
against the union of multiple perturbation types.
Instead of training a single label predictor for different perturbation types, CTP first classifies the
perturbation type of the input, and then leverages
a label predictor specifically trained against that
adversary to provide the final prediction. We first
provide a theoretical analysis to show that adversarial examples with different perturbation types
constitute different distributions, which makes it
possible to distinguish them. Further, we show
that at test time, the adversary faces a natural
trade-off between fooling the attack classifier and
the robust label predictor, and as a result, is unable
to plant strong attacks against the pipeline. On
MNIST, our approach achieves a 10% improvement on the overall adversarial accuracy against
the union of `1 , `2 , `∞ perturbation balls.

1. Introduction
There has been a long line of work studying the vulnerabilities of machine learning models to small changes in the
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input data. In particular, most existing work focuses on the
perturbations within an `p ball of a small radius surrounding
the original data points (Szegedy et al., 2013; Goodfellow
et al., 2015). While the majority of the prior work has aimed
at achieving robustness against a single perturbation type
(Madry et al., 2018; Kurakin et al., 2017; Tramèr et al.,
2018; Dong et al., 2018; Zhang et al., 2019; Carmon et al.,
2019), real-world deployment of machine learning models
requires them to be robust against various imperceptible
changes in the input, irrespective of the attack type. This
is necessitated, because the adversary can always attack
machine learning systems with adversarial inputs outside
the perturbation type that the model was specifically trained
to be robust against. Prior work has shown that when models are trained to be robust against one perturbation type,
such robustness typically does not transfer to attacks of a
different type (Schott et al., 2018; Kang et al., 2019). As a
result, recent work has aimed at developing models that are
robust against multiple perturbation types (Tramèr & Boneh,
2019; Maini et al., 2020). Specifically, these works consider
adversaries limited by their `p distance from the original
input for p ∈ {1, 2, ∞}. While these methods improve the
overall robustness against multiple perturbation types, when
evaluating the robustness against each perturbation type, the
robustness of models trained on multiple perturbation types
is still considerably worse than those trained on a single
perturbation type. Further, these methods have been found
to be very sensitive to small changes in hyperparameters.
In this work, we propose an alternative view that does not
require a single model to be robust against a union of perturbation types. Instead, we suggest the use of a union of robust
models to improve the overall robustness. In particular, we
propose Classify then Predict (CTP), a two-stage pipeline.
Given a potentially adversarial input, CTP first utilizes a
perturbation classifier to predict the perturbation type of the
adversarial noise that has been added to the benign sample.
Afterwards, CTP returns the prediction of the model that is
the most robust against the predicted perturbation type.
We validate our approach from both theoretical and empirical aspects. First, we present a theoretical analysis to show
that the distribution of new inputs generated by different
attack types (within a class label) are significantly distinct,
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and can be separated by a simple Bayesian classifier. Further, we show the existence of a natural tension between
attacking the perturbation classifier and the second-stage label predictors. As a result, even an imperfect attack classifier
is sufficient to significantly improve the overall robustness
of the model to multiple perturbation types.
Finally, we evaluate our approach on the MNIST dataset.
Our proposed CTP pipeline improves over the previous
state-of-the-art approaches by over 10% against the union
of the `1 , `2 and `∞ threat models for perturbation radius =
{10, 2, 0.3} respectively.

2. Classification with Multiple Perturbations
In this section, we formally define the problem of robust
classification against multiple perturbation types, and motivate the existence of a classifier that can separate them.
2.1. Problem Setting
We consider the data to consist of inputs sampled from the
union of two multi-variate Gaussian distributions D, such
that the input-label pairs (x,y) can be described as:
u.a.r

y ∼ {−1, +1},
i.i.d

x0 ∼N (yα, σ 2 ) x1 , . . . , xd ∼ N (yη, σ 2 )

(1)

where x = [x0 , x1 , . . . , xd ] ∈ Rd+1 and η = √αd , such
that the absolute value of the mean for any dimension is
equal for inputs sampled from both the positive and the
negative labels. We adapt this problem setting from Ilyas
et al. (2019) and motivate the modifications in Appendix A.1.
This setting demonstrates the distinction between an input
feature x0 that is strongly correlated with the input label
and d weakly correlated features that are (independently)
normally distributed with mean yη and variance σ 2 each.
For the purposes of this work, we assume that α
σ > 10 (x0
is strongly correlated) and d > 100 (remaining d features
are weakly correlated, but together represent a strongly
correlated feature).
2.2. Perturbation Types
We focus our discussion on adversaries constrained within
a fixed `p ball of radius p around the original input, for
p ∈ S = {1, 2, ∞}. Such adversaries are frequently studied
in existing work, primarily on finding the optimal first-order
adversaries for different perturbation types. S
We define ∆p,
as the `p threat model of radius  and ∆S = p∈S ∆p, . For
a model parametrized over θ, the objective of the adversary
is to find the optimal perturbation δ ∗ , such that:
∗

δ = arg max `(x + δ; θ)
δ∈∆S

(2)

2.3. Different adversarial perturbation types have
distinct distributions
Consider a standard classifier M trained with the objective
of correctly classifying the label of inputs x in D. While the
original distribution of the input data for each label is known
to us, we aim to examine how adversaries confined within
different perturbation regions attack the input. The goal of
the adversary is to fool the label predictor M , by finding
the optimal perturbation δp ∀p ∈ S. On the other hand,
we aim at separating the new distributions corresponding to
adversarial inputs within each of the perturbation balls.
Theorem 1 (Separability of perturbation types). Given a
binary Gaussian classifier (M ) trained to classify inputs
sampled from D, the distribution of inputs Dpy obtained by
adding the optimal adversarial perturbation (to the input
data
n of ogiven class y) confined within `p balls of radius
α, √αd for p ∈ {1, ∞} respectively, can be accurately
separated by a binary Gaussian classifier (Cadv ) with a
misclassification probability Pe ≤ 10−24 .

The proof idea is to develop an error bound on the maximum
error in classification of perturbation type. We first find the
new distribution of optimal adversarial inputs corresponding
to each perturbation type for some classification label. Then
Cadv aims to predict the perturbation type based on only
viewing the adversarial input, and not the delta perturbation.
We present the formal proof for Theorem 1 in Appendix A.

3. Perturbation Classification

Figure 1. An overview of the Classify Then Predict (CTP) pipeline.

In Section 2, we show that the optimal perturbations corresponding to different perturbation types belong to distinct
data distributions, and it is fairly easy to separate them using a simple classifier. However, in an adaptive white box
setting, at test time the adversary has knowledge of both the
perturbation classifier Cadv and the base models Mp . Therefore, we now evaluate if it is possible for the entire pipeline
to stay robust in the presence of a dynamic adversary that
attacks the entire pipeline and not the base models alone.
The classification problem consists of two tasks: (1) Predicting the correct class label of an adversarially perturbed (or
benign) input using adversarially robust classifier Mp ; and
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(2) Predicting the type of adversarial perturbation that the
input was subjected to using attack classifier Cadv .
3.1. The Classify then Predict Model
An illustrative explanation of the ‘classify then predict’
model can be found in Figure 1. The following terminologies will be used throughout this work:
Mp Mp,p refers to a model that was specifically trained
to be robust against perturbations within the `p ball of radius
p via the procedure of adversarial training (Goodfellow
et al., 2015). For notational convenience, we abbreviate this
as Mp for future discussion. The choice of perturbation
radius for the `1 , `∞ regions is motivated in Appendix B.2
√ . In Appendix B.3,
and set to 1 = α + 2σ and ∞ = α+2σ
d
we show that an adversarially robust model Mp , trained on
D can achieve robust accuracy of greater than 99% against
the attack type it was trained for. On the contrary, when
subjected to attacks outside the trained perturbation ball, the
accuracy reduces to under 2%.
Cadv The top level attack classifier is represented by
Cadv . Given an input x, it outputs confidence values corresponding to each perturbation type p ∈ S.
fθ We consider the ‘classify then predict’ pipeline to be
represented by fθ . Then for any given input x,

Theorem 2 (Adversarial trade-off). Given a data distribution D, adversarially trained models Mp,p , and an attack
classifier Cadv that distinguishes perturbations of different
`p attack types for p ∈ {1, ∞}, the worst case adversary
can not together fool the perturbation classifier Cadv and
the individual robust models Mp . The attack success of
the adversary over the entire pipeline f , P e < 0.01 for
√ .
1 = α + 2σ and ∞ = α+2σ
d
The underlying proof idea is that if an adversary wants to
fool the top level classifier and make it predict the wrong
perturbation type, its attack success against the second level
model Mp will suffer a negative trade-off. This suggests
that in order to fool the attack classifier, any adversary must
make the perturbation ‘less representative’ of typical ‘optimal’ attacks within that perturbation type. As a result, the
adversary has to subject to weaker adversarial perturbations
which are unable to fool the alternate Mp model as well (by
possibly belonging to the overlapping region). We present
the formal proof for Theorem 2 in Appendix B.

4. Empirical Evaluation
In this section, we present the results of evaluation of
the pipelined ‘classify then predict’ model on the MNIST
dataset and contrast it with previous approaches.
4.1. Experimental Setup

c = softmax(Cadv (x))
X
fθ (x) =
cp · Mp (x)

(3)

p∈S

where cp denotes the probability of the input belonging to
perturbation type p and Mp (x) is the corresponding output
of the respective adversarially robust model.
Note: We make use of a combination of the results from
each of the base models rather than only utilizing the confidence values from the most-likely model alone. This is done
because the latter approach is non-differentiable across the
pipeline junction and makes it impossible for gradient based
adversaries to attack the perturbation classifier.
3.2. Adversarial Trade-off
All `p perturbation balls contain some overlapping region
between them. Trivially, every adversary can output δp = 0
such that there is no change in the adversarial input. It is
clearly not possible for the attack classifier Cadv to correctly
classify the attack in such a scenario. However, all the base
models can correctly classify unperturbed inputs with a
high probability. Therefore, it is important to examine the
robustness of the entire pipeline together, against a dynamic
adversary.

Architecture. We use a 4-layer convolutional neural network for the individual Mp models on the MNIST dataset
as also used by past approaches (Tramèr & Boneh, 2019;
Maini et al., 2020). For the perturbation classifier Cadv ,
we once again utilize the same architecture with |S| output
labels. Further information about the various training and
attack hyperparameters can be found in Appendix C.
Attack generation. Following prior work (Schott et al.,
2018; Maini et al., 2020), we utilize a comprehensive suite
of attacks to evaluate the worst-case robustness of the models, which include both gradient-based and gradient-free
attacks. Specifically, apart from `1 , `2 and `∞ PGD adversaries, we also evaluate the following attacks from the
Foolbox library (Rauber et al., 2017) for different perturbation types. (1) For `1 perturbations, we include the Salt &
Pepper Attack (SAPA) (Rauber et al., 2017) and Pointwise
Attack (PA) (Schott et al., 2018). (2) For `2 perturbations,
we include the Gaussian noise attack (Rauber et al., 2017),
Boundary Attack (Brendel et al., 2018), DeepFool (MoosaviDezfooli et al., 2016), Pointwise Attack (PA) (Schott et al.,
2018), DDN attack (Rony et al., 2019), and Carlini&Wagner
attacks (Carlini & Wagner, 2017). (3) For `∞ perturbations,
we include FGSM attack (Goodfellow et al., 2015) and the
Momentum Iterative Method (Dong et al., 2018).
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Table 1. Summary of adversarial accuracy on the MNIST dataset(higher is better)

Clean Accuracy
`∞ attacks ( = 0.3)
`2 attacks ( = 2.0)
`1 attacks ( = 10)
All Attacks

M∞
99.1%
90.3%
13.6%
4.2%
3.7%

M2
99.2%
0.4%
69.2%
43.4%
0.4%

M1
99.3%
0.0%
38.5%
70.0%
0.0%

B-ABS
99%
77%
39%
82%
39%

ABS
99%
8%
80%
78%
8%

MAX
98.6%
51.0%
61.9%
52.6%
42.1%

AVG
99.1%
65.2%
60.1%
39.2%
34.9%

MSD
98.3%
62.7%
67.9%
65.0%
58.4%

CTP
99.2%
87.3%
68.7%
69.2%
68.5%

We perform 10 random restarts to generate stronger attacks
at test time. Following prior work(Tramèr & Boneh, 2019;
Maini et al., 2020), the radius of the perturbation balls for
the {`1 , `2 , `∞ } perturbation regions is {10, 2, 0.3}.

ble 1. The all attacks metric evaluates the robustness of the
models to the union of all perturbation types, that is, given
any image, if we can generate an adversarial attack that
leads to the wrong prediction using any approach mentioned
in Section 4.1, we mark it as a failure of the model.

4.2. Baselines

Our CTP pipeline improves over the prior baselines in four
important ways: (1) CTP retains a higher accuracy against
benign images, as opposed to past approaches which have
to sacrifice benign accuracy in order to make a single model
robust to multiple perturbation types. (2) CTP significantly
improves on the worst case accuracy against the union of
all perturbation types by a margin of over 10%. (3) CTP
mitigates the trade-off in accuracy against individual perturbation types. For instance, against `∞ attacks our approach
gains by greater than 25% accuracy as opposed to the previous state-of-art approach against the union of all attack
types (MSD). (4) As new advances are made towards improving the robustness of models to a given perturbation
type, the new model Mp can simply be plugged into the
existing pipeline to replace the previous one,

We present comparisons over related work that aims to
achieve robustness against multiple perturbation types. All
of these works consider the union of `1 , `2 , `∞ adversaries.1
ABS, B-ABS Schott et al. (2018) proposed the use of multiple variational autoencoders to achieve robustness to multiple perturbation types on the MNIST dataset. This method
is called analysis by synthesis (ABS). Further, B-ABS refers
to the binarized version of the same architecture.
MAX, AVG Tramèr & Boneh (2019) propose simple combinations of multiple adversarial attack types into the threat
model. In the MAX approach, the training data is augmented with the adversarial image that leads to maximum
increase in loss of the model output among all the adversarial images generated for the individual threat models. While
in the AVG method, the training data is augmented with
the adversarial images corresponding to all the attack types
and then the model parameters are updated to minimize the
average loss over all the perturbation types.
MSD Maini et al. (2020) showed that a simple modification to the standard PGD training procedure can result in
increased robustness to multiple perturbation types. More
specifically, at each iteration of the PGD attack, the steepest
descent is performed in the direction that maximizes the loss
among all perturbation types. This method is called MSD.
For each of the baselines, we report results directly from
the relevant comparison drawn in Maini et al. (2020). Further, M1 , M2 , M∞ refer to models trained using adversarial
training with the PGD algorithm used to augment the data
with perturbations in the `1 , `2 , `∞ regions respectively.
4.3. Results
We provide a summary of the worst-case performance
against all attacks within a given perturbation type in Ta1

Schott et al. (2018) consider the `0 distance. However, it is
subsumed within the `1 ball of same radius.

5. Conclusion
In this work, we show that it is indeed possible to separate
out perturbations corresponding to different attack types
with high accuracy. We use this as a motivation to propose an alternative approach towards achieving robustness
against the union of multiple perturbation models, which
we call Classify Then Predict (CTP). We elaborate the existence of a natural tension for any adversary trying to fool
the pipeline – between fooling the attack classifier and the
label predictor. We use this idea to show that while it may
be trivially possible for adversaries to fool the attack classifier, even an imperfect attack classifier is sufficient for a
robust pipeline. Our results on the MNIST dataset complement our theoretical analysis, and it remains a part of
future work to extend the empirical benefits of our approach
to more datasets. Most importantly, the unified approach
is simple to train, requires much less training time for the
attack classifier and allows the research community to focus
on developing better solutions to robustness against specific
attack types that can be easily plugged into our framework,
without the need for additional training.
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A. Separability of perturbation types (Theorem 1)
In this section, we prove the separability of adversarial inputs belonging to a given class. First, we formally define the
problem setting and motivate the choices in Appendix A.1. Then, in Appendix A.2 we define a binary Gaussian classifier that
is trained on the given task. Given the weights of the binary classifier, we then identify the optimal adversarial perturbation
for each of the `1 , `2 , `∞ attack types in Appendix A.3. Finally, in Appendix A.4 we define the distinction in the adversarial
input distribution and calculate the error in classification of these adversarial input types in Appendix A.5 to conclude the
proof of Theorem 1.
A.1. Problem Setting
The classification problem consists of two tasks: (1) Predicting the correct class label of an adversarially perturbed (or
benign) image using adversarially robust classifier Mp ; and (2) Predicting the type of adversarial perturbation that the input
image was subjected to using attack classifier Cadv .
In this section, our goal is to evaluate whether the optimal perturbation confined within different `p balls have different
distributions and whether they are separable. We do so by developing an error bound on the maximum error in classification
of the perturbation types. The goal of the adversary is to fool the standard (non-robust) classifier M . Cadv aims to predict
the perturbation type based on only viewing the adversarial image, and not the delta perturbation.
Setup We consider the data to consist of inputs to be sampled from two multi-variate Gaussian distributions such that the
input-label pairs (x,y) can be described as:
u.a.r

y ∼ {−1, +1},
x0 ∼N (yα, σ 2 ),

(4)

i.i.d

x1 , . . . , xd ∼ N (yη, σ 2 )

√
(d+1)
where the input x ∼ N (yµ, Σ) ∈ R(d+1) ; η = α/ d for some positive constant α; µ = [α, η, . . . , η] ∈ R+
and
(d+1)×(d+1)
Σ = σ 2 I ∈ R+
. We can assume without loss of generality, that the mean for the two distributions has the
2
same absolute value, since for any two distributions with mean µ1 , µ2 , we can translate the origin to µ1 +µ
. This setting
2
demonstrates the distinction between an input feature x0 that is strongly correlated with the input label and d weakly
correlated features that are normally distributed (independently) with mean yη and variance 1 each. We adapt this setting
from Tsipras et al. (2018) who used a stochastic feature x0 = y with probability p, as opposed to a normally distributed
input feature as in our case. (All our findings hold in the other setting as well, however, the chosen setting better represents
true data distribution).
A.2. Binary Gaussian Classifier
We assume for the purposes of this work that we have enough input data to be able to empirically estimate the parameters
µ, σ of the input distribution via sustained sampling. The multivariate Gaussian representing the input data is given by:



1
1
exp − (x − yi .µ)T Σ−1 (x − yi .µ) ,
p(x|y = yi ) = p
2
(2π)d |Σ|

∀yi ∈ {−1, 1}

(5)

We want to find p(y = yi |x) ∀yi ∈ {−1, +1}. From Bayesian Decision Theory, the optimal decision rule for separating the
two distributions is given by:
y=1

p(y = 1)p(x|y = 1) > p(y = −1)p(x|y = −1)
y=−1

p(y = 1)p(x|y = 1) < p(y = −1)p(x|y = −1)
Therefore, for two Gaussian Distributions N (µ1 , Σ1 ), N (µ2 , Σ2 ), we have:

(6)
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y=1

0 < x> Ax − 2b> x + c
−1
A = Σ−1
1 − Σ2

(7)

−1
b = Σ−1
1 µ1 − Σ2 µ2
−1
> −1
c = µ>
1 Σ1 µ1 − µ2 Σ2 µ2 + log

kΣ1 k
p(y = 1)
− 2 log
kΣ2 k
p(y = −1)

Substituting (5) and (6) in (7), we find that the optimal Bayesian decision rule for our problem is given by:
y=1

x> µ > 0

(8)

which means that the label for the input can be predicted with the information of the sign of x> µ alone. We can define the
parameters W ∈ Rd+1 of the optimal binary Gaussian classifier M W , such that kWk2 = 1 as:
α
W0 = √ ,
2
M W (x) = x> W

α
Wi = √
2d

∀i ∈ {1, . . . , d}
(9)

A.3. Optimal Adversarial Perturbation against M W
Now, we calculate the optimal perturbation δ that is added to an input by an adversary in order to fool our model. For the
purpose of this analysis, we only aim to fool a model trained on the standard classification metric as discussed in Section 2
(and not an adversarially robust model). The parameters of our model are defined in (9).
The objective of any adversary δ ∈ ∆ is to maximize the loss of the label classifier M W . We assume that the classification
loss is given by −y × M W (x + δ). The object of the adversary is to find δ ∗ such that:
`(x + δ, y; M W ) = −y × M W (x + δ) = −yx> W
δ ∗ = arg max `(x + δ, y; M W )

(10)

δ∈∆

>

>

= arg max −y(x + δ) W = arg max −yδ W
δ∈∆

δ∈∆

We will now calculate the optimal perturbation in the `p balls ∀p ∈ {1, 2, ∞}. For the following analyses, we restrict
the perturbation region ∆ to the corresponding `p ball of radius {1 , 2 , ∞ } respectively. We also note that the optimal
perturbation exists at the boundary of the respective `p balls. Therefore, the constraint can be re-written as :
δ ∗ = arg max −yδ > W

(11)

kδkp =p

We use the following properties in the individual treatment of `p balls:
! p1
X

kδkp =

|δi |

p

i

∂j kδkp =

1
p

(12)

! p1 −1
X

|δi |p

· p|δj |p−1 sgn(δj ) =

i



|δj |
kδkp

p−1
sgn(δj )

p = 2 Making use of langrange multipliers to solve (11), we have:
∇δ (−δ > Σ−1 µ) = λ∇δ (kδk2p − 2p )
0

−W = λ kδkp ∇δ (kδkp )

(13)
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Combining the results from (12) and replacing δ with δ2 we obtain :


0
|δ2 |
−W = λ kδ2 k2
sgn(δ2 )
kδ2 k2


W
δ2 = −2
= −2 W
kWk2

(14)

p = ∞ Recall that the optimal perturbation is given by :

δ ∗ = arg
= arg

max

−yδ > W

max

−y

kδk∞ =∞

kδk∞ =∞

d
X

(15)
δi Wi

i=0

Since kδk∞ = ∞ , we know that maxi |δi | = ∞ . Therefore (15) is maximized when each δi = −y∞ sgn Wi ∀i ∈
{0, . . . , d}. Further, since the weight matrix only contains non-negative elements (α is a positive constant), we can conclude
that the optimal perturbation is given by:

δ∞ = −y∞ 1

(16)

p = 1 We attempt an analytical solution for the optimal perturbation δ1 . Recall that the optimal perturbation is given by :

δ ∗ = arg max −y
kδk1 =1

d
X

δi Wi

i=1

= arg max −yδ0 W0 − y
kδk1 =1

d
X

δ i Wi

(17)

i=1

d
X
α
α
√
δi √
= arg max −yδ0
−y
kδk1 =1
2
2d
i=1

Since kδk1 = 1 , (17) is maximized when:
δ0 = −y1 sgn(α) = −y1 ,

δi = 0 ∀i ∈ {1 . . . d}

(18)

Combining the results From the preceding discussion, it may be noted that the new distribution of inputs within a given
label changes by a different amount δ depending on the perturbation type. Moreover, if the mean and variance of the
distribution of a given label are known (which implies that the corresponding true data label is also known), the optimal
perturbation is independent of the input itself, and only dependent on the respective class statistics (Note that the input is
still important in order to understand the true class).
A.4. Perturbation Classification by Cadv
In this section, we aim to verify if it is possible to accurately separate the optimal adversarial inputs crafted within different
`p balls. For the purposes of this discussion, we only consider the problem of classifying perturbation types into `1 and `∞ ,
but the same analysis may also be extended more generally to any number of perturbation types.
We will consider the problem of classifying the correct attack label for inputs from true class y = 1 for this discussion. Note
that the original distribution:
Xtrue ∼ N (y.µ, Σ)
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Since the perturbation value δp is fixed for all inputs corresponding to a particular label, the new distribution of perturbed
inputs X1 and X∞ in case of `1 and `∞ attacks respectively (for y = 1) is given by:

X1 ∼ N (µ + δ1 , Σ)

(19)

X∞ ∼ N (µ + δ∞ , Σ)

We now try to evaluate the conditions under which we can separate the two Gaussian distributions with an acceptable
worst-case error.
A.5. Calculating a bound on the error
Classification Error A classification error occurs if a data vector x belongs to one class but falls in the decision region of
the other class. That is in (6) the decision rule indicates the incorrect class. (This can be understood through the existence of
outliers)
Z
Pe =

P (error|x)p(x)dx
(20)

Z
=

min [p(y = `1 |x)p(x), p(y = `∞ |x)p(x)] dx

Perturbation Size We set the radius of the `∞ ball, ∞ = η and the radius of the `1 ball, 1 = α. We further extend
the discussion about suitable perturbation sizes in Appendix B.2. These values ensure that the `∞ adversary can make
all the weakly correlated labels meaningless by changing the expected value of the adversarial input to less than 0
(E[xi + δ∞ (i)] ∀i > 0), while the `1 adversary can make the strongly correlated feature x0 meaningless by changing its
expected value to less than 0 (E[x0 + δ1 (0)]). However, neither of the two adversaries can flip all the features together.
Translating the axes

We can translate the axis of reference by −µ −

δ1 +δ∞
2



and define µadv =

δ1 −δ∞
2



, such that :

X1 ∼ N (µadv , Σ)
X∞ ∼ N (−µadv , Σ)

(21)

We can once again combine this with the simplified Bayesian model in (8) to obtain the classification rule given by:
p=1

x> µadv > 0

(22)

 1
∞
Combining the optimal perturbation definitions in (16) and (18) that µadv = δ1 −δ
= 2 [−1 + ∞ , ∞ , . . . , ∞ ]. We
2
can further substitute 1 = α and ∞ = η = √αd . Notice that µadv (i) > 0 ∀i > 0. Without loss of generality, to
simplify further
h√discussion we can
i flip the coordinates of x0 , since all dimensions are independent of each other. Therefore,
α
µadv = 2√
d
−
1,
1,
.
.
.
,
1
. Consider a new variable xz such that:
d



d

1
1 X
2 >
xz = x0 · 1 − √
+√
x µadv
xi =
α
d
d i=1
since each xi ∀i ≥ 0 is independently distributed, the new feature xz ∼ N (µz , σz2 ), where

(23)
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d
1
1 X α
√
µz = α 1 − √
+√
d
d i=1 d
α
= 2α − √
d
!
d
X
1
1
1
2
2
σz = σ 1 + − 2 √ +
d
d i=1 d


1
1
2
= σ 2 + − 2√
d
d

(24)

Therefore, the problem simplifies to calculating the probability that the meta-variable xz > 0.
For

α
σ

> 10 and d > 1, we have in the z-table, z > 10:

Pe ≤ 10−24

(25)

which suggests that the distributions are significantly distinct and can be easily separated. This concludes the proof for
Theorem 1.
Note: We can extend the same analysis to other `p balls as well, but we consider the case of `1 and `∞ for simplicity.

B. Robustness of the Classify then Predict model (Theorem 2)
In the previous section, we show that it is indeed possible to distinguish between the distribution of inputs of a given class
that were subjected to `1 and `∞ perturbations over a standard classifier. Now, we aim to develop further understanding of
the robustness of our two-stage pipeline in a dynamic attack setting with multiple labels to distinguish among. The first
stage is a preliminary classifier Cadv that classifies the perturbation type and the second stage consists of multiple models
Mp that were specifically trained to be robust to perturbations to the input within the corresponding `p norm.
Perturbation Size We set the radius of the `∞ ball, ∞ = η + ζ∞ and the radius of the `1 ball, 1 = α + ζ1 , where
ζp are some small positive constants that we calculate in Appendix B.2. These values ensure that the `∞ adversary can
make all the weakly correlated labels meaningless by changing the expected value of the adversarial input to less than 0
(E[xi + δ∞ (i)] ∀i > 0), while the `1 adversary can make the strongly correlated feature x0 meaningless by changing its
expected value to less than 0 (E[x0 + δ1 (0)]). However, neither of the two adversaries can flip all the features together. The
exact values of ζp determine the exact success probability of the attacks. We defer this calculation to later when we have
calculated the weights of the models Mp . For the following discussion, it may be assumed that ζp → 0 ∀p ∈ {1, ∞}.
B.1. Binary Gaussian Classifier Mp
Extending the discussion in Appendix A.2, we now examine the learned weights of a binary Gaussian classifier Mp that is
trained to be robust against perturbations within the corresponding `p ball of radius p . The optimization equation for the
classifier can be formulated as follows:

 1
2
min E −yx> W + λ||W||2
(26)
W
2
where λ is tuned in order to make the `2 norm of the optimal weight distribution, ||W∗ ||2 , = 1. Following the symmetry
argument in Lemma D.1 (Tsipras et al., 2018) we extend for the binary Gaussian classifier that :
Wi∗ = Wj∗ = WM

∀i, j ∈ {1, . . . , d}

(27)

We deal with the cases pertaining to p ∈ {∞, 1} in this section. For both the cases, we consider existential solutions for the
classifier Mp to simplify the discussion. This gives us lower bounds on the performance of the optimal robust classifier. The
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robust objective under adversarial training can be defined as:
"
min max E W0 · (x0 + δ0 ) + WM ·
W kδkp ≤p

(

d
X

#

1
(xi + δi ) + λkWk22
2
i=1
"

!#)


d
X
1
α
+ λkWk22 + max E −y W0 δ0 + WM
min −1 W0 α + d × WM √
δi
W
2
kδkp ≤p
d
i=1

(28)

Further,psince the λ constraint only ensures that ||W∗ ||2 = 1, we can simplify the optimization equation by substituting
W0 = 1 − d · WM 2 as follows,

(

"
!#)
 q

q
d
X
α
2
2
min −1 α 1 − d · WM + d × WM √
+ max E −y δ0 1 − d · WM + WM
δi
WM
kδkp ≤p
d
i=1
p=∞

(29)

As discussed in (16) the optimal perturbation δ∞ is given by −y∞ 1. The optimization equation is simplified to:


q
α
2
min (∞ − α) 1 − d · WM + d × WM ∞ − √
WM
d


(30)

Recall that ∞ = √αd + ζ∞ . To simplify the following discussion we use the weights of a classifier trained to be robust
against perturbations within the `∞ ball of radius ∞ = √αd . The optimal solution is then given by:

lim WM = 0

ζ∞ →0

(31)

Therefore, the classifier weights are given by W = [W0 , W1 , . . . , Wd ] = [1, 0, . . . , 0]. We also show later in Appendix B.3
that the model achieves greater than 99% accuracy against `∞ adversaries for the chosen values of ζ∞ .
p = 1 We consider an analytical solution to yield optimal weights for this case. Recall from (18) that the optimal
perturbation δ1 depends on the weight distribution of the classifier. Therefore, if W0 > WM the optimization equation can
be simplified to


α
1
min W0 (1 − α) − d × WM √ + λkWk22 ,
(32)
W
d 2
and if WM > W0



√
 1
dα − 1 + λkWk22
min −W0 α − WM
W
2

(33)

Recall that 1 = α + ζ1 . Once again to simplify the discussion that follows we will lower bound the robust accuracy of the
classifier M1 by considering the optimal solution when zeta1 = 0. The optimal solution is then given by:

lim WM = 1

ζ1 →0

(34)

For the robust classifier M1 , the weights W = [W0 , W1 , . . . , Wd ] = [0, √1d , √1d , . . . , √1d ]. While this may not be the
optimal solution for all values of ζ1 , we are only interested in a lower bound on the final accuracy and the classifier described
by weights W simplifies the discussion hereon. We also show later in Appendix B.3 that the model achieves greater than
99% accuracy against `1 adversaries for the chosen values of ζ1 .
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B.2. Perturbation Size
Now that we exactly know the weights of the learned robust classifiers M1 and M∞ , we can move towards calculating
values ζ1 and ζ∞ for the exact radius of the perturbation regions for the `1 and `∞ metrics. We set the radii of these regions
in such a way that an `1 adversary can fool the model M∞ with probability ∼ 98% (corresponding to z = 2 in the z-table
for normal distributions), and similarly, the success of `∞ attacks against the M1 model is ∼ 98%.
Let Pp1 ,p2 represent the probability that model Mp1 correctly classifies an adversarial input in the `p2 region. For p1 = ∞
and p2 = 1,

P∞,1 = Px∼N (yµ,Σ) [y · M∞ (x + δ1 ) > 0]
= Px∼N (yµ,Σ) [y · (x + δ1 )> W > 0]
≥ Px∼N (µ,Σ) [x0 > 1 ]
1 − α
α + ζ1 − α
ζ1
z=
=
=
=2
σ
σ
σ
ζ1 = 2σ

(35)

1 = α + 2σ
To simplify the discussion for the M1 model, we define a meta-feature xM as:
d

1 X
xi ,
xM = √
d i=1
which is distributed as :

√
xM ∼ N (yη d, σ 2 ) ∼ N (yα, σ 2 )

For p1 = 1 and p2 = ∞,
P1,∞ = Px∼N (yµ,Σ) [y · M1 (x + δ∞ ) > 0]
= Px∼N (yµ,Σ) [y · (x + δ∞ )> W > 0]
d

1 X
= Px∼N (yµ,Σ) [y · √
(xi + δ∞ (i)) > 0]
d i=1
√
= Px∼N (yµ,Σ) [y · (xM − d · ∞ ) > 0]
h
i
√
≥ Px∼N (µ,Σ) xM > d · ∞
√
√
√
d · ∞ − α
α + d · ζ∞ − α
d · ζ∞
z=
=
=
=2
σ
σ
σ
2σ
ζ∞ = √
d
α + 2σ
∞ = √
d

(36)

B.3. Robustness of individual Mp models
Additional assumptions We add the following assumptions: (1) the dimensionality parameter d of input data is larger
than 100; and (2) the ratio of the mean and variance for feature x0 is greater than 10.
d ≥ 100,

α
≥ 10
σ

We define Pp as the probability that for any given input x ∼ N (yµ, Σ), the classifier Mp outputs the correct label y

(37)
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p=∞
P∞,∞ = Px∼N (yµ,Σ) [y · M∞ (x + δ∞ ) > 0]
= Px∼N (yµ,Σ) [y · (x + δ∞ )> W > 0]
= Px∼N (yµ,Σ) [y · (x0 + δ∞ (0)) > 0]

(38)

≥ Px∼N (µ,Σ) [x0 > ∞ ]


2
∞ − α
α
1
√ −1 + √
z=
=
σ
σ
d
d
using the assumptions in (37),
P∞,∞ ≥ 0.999

(39)

p = 1 For a given input-label pair (x + δ1 , y),

P1,1 = Px∼N (yµ,Σ) [y · M1 (x + δ1 ) > 0]
= Px∼N (yµ,Σ) [y · (x + δ1 )> W > 0]
d

1 X
= Px∼N (yµ,Σ) [y · √
(xi + δ1 (i)) > 0]
d i=1
(40)

= Px∼N (yµ,Σ) [y · (xM + δM ) > 0]


1
≥ Px∼N (µ,Σ) xM > √
d


1
√
−
α
α
1
2
d
√ −1 + √
=
z=
σ
σ
d
d
using the assumptions in (37),
P1,1 ≥ 0.999

(41)

B.4. Decision rule for Cadv
We aim to provide a lower bound on the worst case accuracy of the entire pipeline, through the existence of a simple decision
tree Cadv . For given perturbation budgets 1 and ∞ , we aim to understand the range of values that can be taken by the
adversarial input. Consider the following scenarios:
Attack
Type
None
`∞
`1

µadv
0

µadv
M

y=1

y = -1

α
{α − ∞ , α + ∞ }
{α − 1 , α + 1 }

-α
{−α − ∞ , −α + ∞ }
{−α − 1 , −α + 1 }

y=1
√
η√ d
√
{(η + ∞√
) d, (η − ∞ )√d}
{(η + 1 /d) d, (η − 1 /d) d}

y = -1
√
−η
√
√ d
{(−η + ∞√
) d, (−η − ∞ )√d}
{(−η + 1 /d) d, (−η − 1 /d) d}

Table 2. µadv
and µadv
0
M represent the new mean of the distribution of features x0 and xM after the adversarial perturbation. The table
shows the range of the values that the mean can take depending on the decision taken by the adversary.

Note that any adversary that moves the perturbation away from the y-axis is uninteresting for our comparison, since
irrespective of a correct perturbation type prediction by Cadv , either of the two second level models naturally obtain a
high accuracy on such inputs. Hence, we define the following decision rule with all the remaining cases mapped to `1
perturbation type.
(
1, if ||x0 | − α| < ∞ + α2
Cadv (x) =
(42)
0, otherwise
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where the output 1 corresponds to the classifier predicting the presence of `∞ perturbation in the input, while an output of 0
suggests that the classifier predicts the input to contain perturbations of the `1 type.
If we consider a black-box setting where the adversary has no knowledge of the classifier Cadv , and can only attack Mp it is
easy to see that the proposed pipeline obtains a high adversarial accuracy against the union of `1 and `∞ perturbations:
Note: (1) There exists a single model that can also achieve robustness against the union of `1 and `∞ perturbations, however,
learning this model may be more challenging in real data settings. (2) The classifier need not be perfect.
B.5. Trade-off between attacking Mp and Cadv
To obtain true robustness it is important that the entire pipeline is robust against adversarial attacks. More specifically, in
this section we demonstrate the natural tension that exists between fooling the top level attack classifier (by making an
adversarial attack less representative of its natural distribution) and fooling the bottom level adversarially robust models
(requiring stronger attacks leading to a return to the attack’s natural distribution).
The accuracy of the pipelined model f against any input-label pair (x, y) sampled through some distribution N (yµadv , Σ)
(where µadv incorporates the change in the input distribution owing to the adversarial perturbation) is given by:
P [f (x) = y] = Px∼N (yµadv ,Σ) [Cadv (x)] Px∼N (yµadv ,Σ) [y · M∞ (x) > 0|Cadv (x)]
+ (1 − Px∼N (yµadv ,Σ) [Cadv (x)])Px∼N (yµadv ,Σ) [y · M1 (x) > 0|¬Cadv (x)]
= Px∼N (µadv ,Σ) [Cadv (x)] Px∼N (µadv ,Σ) [M∞ (x) > 0|Cadv (x)]

(43)

+ (1 − Px∼N (µadv ,Σ) [Cadv (x)])Px∼N (µadv ,Σ) [M1 (x) > 0|¬Cadv (x)]
`∞ adversary: To simplify the analysis, we consider loose lower bounds on the accuracy of the model f against the `∞
adversary. Recall that the decision of the attack classifier is only dependent of the input x0 . Irrespective of the input features
xi ∀i > 0, it is always beneficial for the adversary to perturb the input by µi = −∞ . However, the same does not apply
for the input x0 . Analyzing for the scenario when the true label y = 1, if the input x0 lies between α2 − ∞ of the mean α,
irrespective of the perturbation, the output of the attack classifier Cadv = 1. The M∞ model then always correctly classifies
these inputs. The overall robustness of the pipeline requires analysis for the case when input lies outside α2 − ∞ of the
mean as well. However, we consider that the adversary always succeeds in such a case in order to only obtain a loose lower
bound on the robust accuracy of the pipeline model f against `∞ attacks.

P [f (x) = y] = Px∼N (µadv ,Σ) [Cadv (x)] Px∼N (µadv ,Σ) [M∞ (x) > 0|Cadv (x)]
+ (1 − Px∼N (µadv ,Σ) [Cadv (x)])Px∼N (µadv ,Σ) [M1 (x) > 0|¬Cadv (x)]
≥ Px∼N (µadv ,Σ) [Cadv (x)] Px∼N (µadv ,Σ) [M∞ (x) > 0|Cadv (x)]
h
i
α
≥ Px∼N (µ,Σ) |x0 − α| ≤ − ∞
2
i
h
α
≥ 2Px∼N (µ,Σ) x0 ≤ α − + ∞
2
(α − α2 + ∞ ) − α
α
3σ
z=
=−
+ √
σ
2σ 2σ d

(44)

using the assumptions in (37),
P [f (x) = y] ∼ 0.99

(45)

`1 adversary: It may be noted that a trivial way for the `1 adversary to fool the attack classifier is to return a perturbation
δ1 = 0. In such a scenario, the classifier predicts that the adversarial image was subjected to an `∞ attack. The label
prediction is hence made by the M∞ model. But we know from (39) that the M∞ model predicts benign inputs correctly
with a probability P∞,∞ > 0.99, hence defeating the adversarial objective of misclassification.
 To achieve misclassification
over the entire pipeline the optimal perturbation decision for the `1 adversary when x0 ∈ −α − α2 − 1 , −α + α2 + 1
the adversary can fool the pipeline by ensuring that the Cadv (x) = 1. However, in all the other cases irrespective of the
perturbation, either Cadv = 0 or the input features x0 has the same sign as the label y. Since, P1,1 > 0.99 for the M1 model,
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for all the remaining inputs x0 the model correctly predicts the label with probability greater than 0.99 (approximate lower
bound). We formulate this trade-off to elaborate upon the robustness of the proposed pipeline.

P [f (x) = y] = Px∼N (µadv ,Σ) [Cadv (x)] Px∼N (µadv ,Σ) [M∞ (x) > 0|Cadv (x)]
+ (1 − Px∼N (µadv ,Σ) [Cadv (x)])Px∼N (µadv ,Σ) [M1 (x) > 0|¬Cadv (x)]
h
i
α
α
≥ Px∼N (µ,Σ) −α − − 1 ≤ x0 ≤ −α + + 1
2
2
i
h
α
α
+ 0.999(Px∼N (µ,Σ) x0 < −α − − 1 or x0 > −α + + 1 )
2
i 2
h
α
α
≥ 0.999(Px∼N (µ,Σ) x0 < −α − − 1 or x0 > −α + + 1 )
2
2

(46)

using the assumptions in (37),
P [f (x) = y] ∼ 0.99

(47)

This concludes the proof for Theorem 2, showing that an adversary can not stage successful attacks on the entire pipeline
and faces a natural tension between attacking the label predictor and the attack classifier. Finally, we emphasize that the
shown accuracies are lower bounds on the actual robust accuracy, and the objective of this analysis is not to find the optimal
solution to the problem of multiple perturbation adversarial training, but to expose the existence of the trade-off between
attacking the two stages of the pipeline.

C. Training Hyperparameters
We use the Adam optimizer (Kingma & Ba, 2015) to train our models along with a piece-wise linearly varying learning rate
schedule Smith (2018) to train our models with maximum learning rate of 10−3 . The base models M1 , M2 , M∞ are trained
using the PGD algorithm with 10 iterations, and step sizes α1 = 2.0, α2 = 0.3, and α∞ = 0.05 for the `1 , `2 , `∞ attack types
within perturbation radii 1 = 10.0, 2 = 2.0, and ∞ = 0.3 respectively.2
At test time, the number of iterations of the PGD algorithm are increased to 100 for each of the adversaries and we perform
10 random restarts to attain the most successful adversarial perturbation.

2

We use the Sparse `1 descent (Tramèr & Boneh, 2019) for the PGD attack in the `1 constraint.

