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Abstract

It is an important problem in trustworthy ma-
chine learning to recognize out-of-distribution
(OOD) inputs which are inputs unrelated to the
in-distribution task. The goal of this paper is to
identify common objectives as well as the iden-
tification of the implicit scoring functions of dif-
ferent OOD detection methods. In particular, we
show that binary discrimination between in- and
(different) out-distributions in combination with
classifier outputs is equivalent to several differing
formulations of the OOD detection problem and
that this binary discriminator reaches an OOD
detection performance similar to that of Outlier
Exposure.

1. Introduction

While deep learning has significantly improved performance
in many application domains, there are serious concerns for
using deep neural networks in applications which are of
safety-critical nature. With one major problem being over-
confident predictions [15, 6, 5] for images not belonging to
the classes of the actual task. Here, one distinguishes be-
tween far out-distribution data, e.g. different forms of noise
or completely unrelated tasks like CIFAR-10 vs. SVHN,
and close out-distribution data which can for example oc-
cur in related image classification tasks where the semantic
structure is very similar e.g. CIFAR-10 vs. CIFAR-100.
Both are important, but close out-distribution data is the
more difficult problem with potentially fatal consequences:
in an automated diagnosis system we want that the system
recognizes that an unseen disease is present rather than as-
signing high confidence into a known class leading to fatal
treatment decisions. One of the most effective methods
for out-distribution detection is Outlier Exposure [7] and
work building upon it [4, 12, 13, 1, 16, 17] where a classi-
fier is trained on the in-distribution task and one enforces
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low confidence during training on a large and diverse set of
out-distribution images. Recently, NTOM [4] has achieved
excellent results for detecting far out-distribution data by
adding a background class to the classifier which is trained
on samples that show a desired hardness for the model. Even
though it has been claimed that new approaches outperform
[7], up to our knowledge this has not been shown consis-
tently across different and challenging test out-distribution
datasets (including close and far out-distribution datasets).

Our main contributions are that we show that several OOD
detection approaches are equivalent to a binary discriminator
between in- and out-distribution when analyzing the rank-
ings induced by the Bayes optimal classifier/density. Addi-
tionally, we derive the implicit scoring functions for Outlier
Exposure [7] and using an additional background class for
the out-distribution. Finally, we show that when training
the binary discriminator between in- and out-distribution
together with a standard classifier on the in-distribution in a
shared fashion, the binary discriminator reaches state-of-the-
art OOD detection performance. However, while we identify
that a simple baseline is competitive with the state-of-the-
art, the main aim of this paper is a better understanding of
the key components of different OOD detection methods
and to identify the key properties which lead to SOTA OOD
detection performance. All of our findings are supported
by extensive experiments on CIFAR-10 and CIFAR-100
with evaluation on various challenging out-distribution test
datasets.

2. Bayes-optimal Behaviour for OOD
Detection

The OOD problem In order to make rigorous statements
about the OOD detection problem we first have to provide
the mathematical basis for doing so. We assume that we are
given an in-distribution p(«|¢) and potentially also a fraining
out-distribution p(z|o). At this particular point no labeled
data is involved, so both of them are just distributions over
X. For simplicity we assume in the following that they both
have a density with respect to the Lebesgue measure on
X = [0,1]%. We assume that in practice we get samples
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from the mixture distribution
(1)

where p(i) is the probability that we expect to see in-
distribution samples. In order to make the optimal decision
between in-and out-distribution for a given x we consider

p(ali)p(i) _ p(x[i)p(i)
p(x) p(x|i)p(i) + p(zlo)p(o)’

p(ilz) = 2)

which is defined for all z € [0,1]¢ with p(x) > 0. If
the training out-distribution is the test out-distribution, this
is optimal. We would like the approach to generalize to
other test out-distributions, which depends on the particular
training out-distribution p(z|o). Note that as p(¢|x) is only
well-defined for all x with p(z) > 0, it is reasonable to
choose a distribution with support everywhere in [0, 1]¢,
that is p(x|o) > 0 for all z € [0, 1]%.

Optimal prediction of a binary discriminator between
in- and out-distribution We consider a binary discrimi-
nator with model parameters 6 between in- and (training)
out-distribution, where py(i|x) is the predicted probability
for the in-distribution. Under the assumption that p(i) is
the probability for in-distribution samples and using logistic
loss the expected loss becomes:

rrgn p(i) E [~logpe(i|r)]
z~p(z|i) (3)
+ p(0) xﬁzm [—log(1 — pe(il2))] .

One can derive that the Bayes optimal classifier minimizing
the expected loss has the predictive distribution:

p(x[i)p(i)
z|i)p(i) + p(xlo)p(o)

Po- (i) = i = plilz). &)

Thus at least for the training out-distribution a binary classi-
fier based on samples from in- and (training) out-distribution
would suffice to solve the OOD detection problem perfectly.

2.1. OOD detection for methods using labeled data

We now discuss how one can formulate the OOD problem
in the presence of labeled in-distribution data and identify
the target distribution of OOD detection using a background
class. Then we derive the Bayes optimal classifier of Outlier
Exposure [7] and discuss the implicit scoring function. In
most cases the scoring functions turn out to be not equiv-
alent to p(¢|z) (which is optimal if training and test out-
distribution agree) as they integrate additional information
from the classification task.

Bayes optimal solutions for OOD Detection with Back-
ground class and Qutlier Exposure Given a joint in-
distribution p(y, z|i) (where y € {1,..., K} given that
we have K labels) for the labeled in-distribution, there are
different ways how to come up with a joint distribution for
in- and out-distribution.

Background class: In this case we just put all out-
distribution samples into a K + 1-class which is typically
called background/reject class [17]. The joint distribution
then becomes

py,x) = {p(y’xﬁ)p(i) ifye{l,...,K},

p(z]o)p(o) ify=K+1.

We denote by p(x|i) = ZkK:Ip(y,xH) the marginal in-
distribution and note that the marginal distribution of the
joint distribution of in- and out-distribution is given by

p(x) = p(z[i)p(i) + p(x|o)p(o).

Then we get the conditional distribution

o) = 4Pl Dp(ile)
Plyfe) {p<o|:c>:1—p<z‘x)

The Bayes optimal solution of training with a background
class using any calibrated loss function L(y, f(x)), e.g. the
cross-entropy loss [10], yields a Bayes optimal classifier
f* which has a predictive distribution ps«(y|x) = p(y|z).
There are two potential scoring functions to consider:

ify e {1,..., K},
ify=K+1.

$1(2) = 1= pp- (K +1]2), sae) = max_py- (k)

k=1

The first one, used in [4, 17], is motivated by the fact
that p« (K + 1|x) is directly the predicted probability that
the point is from the out-distribution as indeed it holds:
s1(x) = p(i]z). On the other hand the maximal predicted
probability maxy—1_. x ps-(k|z), which is often employed
as a scoring function [6], becomes

sz(x) = p(ile) max p(klz,i),

which is a product of p(i|x) and the maximal conditional
probability of some class. Thus the scoring function ss(z)
additionally integrates class-specific information and is less
dependent on the chosen training out-distribution. Thus so
assigns high rank only if both the binary discriminator and
the classifier assign high values. However when training and
test out-distribution are identical, this scoring function is not
equivalent to p(¢|x) and introduces a bias in the estimation.

Outlier Exposure [7]: we analyze the Bayes optimal solu-
tion of Outlier Exposure (OE) and show that the associated
scoring function of OE can be written, similarly to the scor-
ing function sy (z) for training with a background class, as
a function of p(i|z) and p(y|z, 7).
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The training objective of OE is in expectation given by
min L x),
3" eyl (oY)
+A E - [Lep(fo(x),u™)]

zrvp(z|o)

&)

where 6 are the model parameters and fy(x) € R¥ is the
logit output, and u = (+,..., %)7 the uniform distribu-
tion over K classes. In the following theorem we derive the

Bayes optimal predictive distribution of Outlier Exposure.

Theorem 1. The predictive distribution py-(y|x) of the
Bayes optimal classifier f* minimizing the expected OE loss
is given fory € {1,...,K} as

pr- ule) = pliloplle, ) + (1= pGl2) . ©

Thus the effective scoring function of OE using the proba-
bility of the predicted class is given by

sale) = plile) | max_plole,i) = ]+ 2 D
Please note that the term inside the brackets is positive
as maxy—1,... x p(k|z,i) > 4. Interestingly, the scoring
functions s, and s3 are not equivalent even though they
look quite similar; due to the subtraction of % the scoring
function s3 puts more emphasis on the classifier than so.

2.2. Shared estimation of p(i|x) and p(y|z, 7)

So far we have derived that background class OOD detection
with the scoring function s; is equivalent to a binary clas-
sification problem between in- and out-distribution. When
labeled in-distribution data is available, one can train a clas-
sifier to estimate p(y|x,i). We will then combine the esti-
mates of p(¢|z) and p(y|x, 7) according to the three scoring
functions derived in the previous section and check if the
novel OOD detection methods constructed in this way per-
form similar to the OOD methods from which we derived
the corresponding scoring function i) OOD detection with
a background class [17] or ii) using Outlier Exposure [7].
This will allow us to differentiate between differences of
the employed scoring functions for OOD detection and the
estimators for the involved quantities. In this way we foster
a more systematic approach to OOD detection.

The straight forward approach for training the binary dis-
criminator estimating p(¢|z) and the classifier for p(y|x, 1)
would be to use two completely separate models that do not
interact with each other during training. However, when
training a neural network using a background class or with
Outlier Exposure we are implicitly using a shared represen-
tation for both tasks which improves the results.

Thus we propose to train the binary discriminator of in-
versus out-distribution jointly with the classifier on the in-
distribution. Concretely, we use a neural network with K + 1

outputs where the first K outputs represent the classifier and
the last output is the logit of the binary discriminator. The
resulting shared problem can then be written as

Ny,

1 .
min — - ;bg (Do (il2Y)) @®)

M N,
— 23 los (1 o)) — > log (A i)
s=1 ¢ t=1
where A = £ ((j)) which is typically set to 1 during training.
We stress that the loss functions of the classifier and the
discriminator act on independent outputs but share the net-
work weights up to the final layer. In the Appendix, we
have an additional evaluation where we show that the shared
version significantly improves performance compared to the
individual estimation of p(i|x) and p(y|z, 7).

3. Experiments

We use the CIFAR-10 and CIFAR-100 [9] datasets as in-
distribution. In our experiments, we use the 80 Million
Tiny Images (80M) dataset [18] as training out-distribution
as proposed by [7]. The 80M dataset is the de facto stan-
dard for training out-distribution aware models that has
been adopted by most prior works. We evaluate the OOD
detection performance on various out-distribution datasets
which are not available during training: SVHN [14], LSUN
Classroom [19], Uniform Noise, Smooth Noise generated
as described by [5], the respective other CIFAR dataset,
Openlmages [8], and CelebA [11]. The training of the back-
ground class model (BGC) and the shared binary discrim-
inator+classifier (SHARED) follows the training schedule
used in [7]. For OE, NTOM and ATOM, we use the models
from the official repositories, see the Appendix for details.

In Table 1 we compare multiple OOD detection meth-
ods trained with training out-distribution 80M and CIFAR-
10/100 as in-distribution: pre-trained models from NTOM,
ATOM and OE versus a classifier with background class
(BGC) and the combination of a plain classifier and a binary
in-vs-out-distribution classifier with shared representation
(SHARED COMBI). As described in Section 2, both BGC
and SHARED COMBI can be used in combination with dif-
ferent scoring functions. For SHARED COMBI we only use
s9 and s3 as s; is equivalent to p(i|z) which is the output
of SHARED BINDI1sc. For CIFAR-10, an interesting obser-
vation is that SHARED CLASSI has remarkably good OOD
performance even though it is just trained using normal
cross-entropy loss and the OOD performance is only due to
the regularization enforced by the shared representation. In
fact SHARED BINDISC has already very good OOD perfor-
mance with a mean AUC of 97.90 which is only improved
by considering scoring function s, /s3 in the combination of
SHARED BINDISC and SHARED CLASSI which yields the
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Table 1. In-distribution accuracy and AUROC against various test out-distributions for different OOD methods trained on 80M. Our binary
discriminator (BINDISC) resp. the combination with the shared classifier (SHARED COMBI) performs similar/better than OE [7].

in-distribution: CIFAR-10

Mean SVHN LSUN Uni Smooth  C-100  Openlm  CelA 80M

Model Acc. AUC AUC AUC AUC AUC AUC AUC AUC AUC
Plain Classi 94.84 85.68 91.91 91.63 87.85 77.92 87.83 83.23 79.43 88.06
NTOM [4] 95.42 97.32 99.59 99.79 99.97 99.84 92.19 89.96 99.89 98.72
ATOM [4] 95.20 97.42 99.63 99.76 99.93 99.60 92.89 90.30 99.85 98.55
OE [7] 95.74 97.64 99.48 99.48 99.46 99.63 94.80 90.91 99.71 98.57
BGC s; 97.94 99.64 99.58 99.96 99.98 94.84 91.65 99.92 98.78
BGC s2 95.63 97.95 99.60 99.52 99.97 99.98 95.03 91.65 99.92 98.71
BGC s3 95.63 97.95 99.58 99.52 99.97 99.98 95.04 91.64 99.92 98.70
Shared BinDisc 97.90 99.74 99.60 99.94 99.96 94.75 91.42 99.87 98.82
Shared Classi 96.08 96.57 98.77 97.78 99.88 99.68 93.40 88.70 97.80 96.55
Shared Combi s2 96.08 97.96 99.73 99.58 99.95 99.96 95.13 91.48 99.85 98.79
Shared Combi s3 96.08 97.96 99.73 99.58 99.96 99.96 95.14 91.48 99.85 98.78

in-distribution: CIFAR-100

Mean SVHN LSUN Uni Smooth C-10 Openlm 8OM

Model Acc. AUC AUC AUC AUC AUC AUC AUC AUC
Plain Classi 75.96 77.45 71.38 76.89 78.13 88.35 75.33 74.60 76.14
NTOM [4] 74.88 88.49 96.20 97.31 99.79 99.94 62.44 75.24 88.41
ATOM [4] 75.06 88.02 93.68 97.51 99.98 98.46 63.47 75.02 88.44
OE [7] 76.73 91.72 94.06 95.58 99.05 98.80 79.53 83.31 88.96
BGC s; 92.04 94.42 95.47 99.99 99.72 79.15 83.46 89.72
BGC s2 75.82 91.54 93.32 94.64 99.95 99.61 79.29 82.41 88.77
BGC s3 75.82 91.53 93.30 94.62 99.95 99.61 79.29 82.40 88.76
Shared BinDisc 91.84 95.90 95.69 99.79 99.95 76.56 83.19 91.91
Shared Classi 76.52 88.16 86.28 87.61 99.97 99.91 77.00 78.23 85.33
Shared Combi sz 76.52 92.03 95.50 95.43 99.96 99.98 78.46 82.86 91.44
Shared Combi s3 76.52 92.03 95.49 95.42 99.97 99.98 78.46 82.85 91.43

best performance. Moreover, the classifier with background
class (BGC) can work very well with slight but noticeable
differences between the scoring functions. The background
class models reach SOTA performance similar to/better than
OE (which implicitly also uses s3). However, overall the
differences of the methods are relatively minor.

The results for CIFAR-100 are similar to CIFAR-10.
NTOM/ATOM now show significantly worse OOD results
which are mainly due to the close out-distributions CIFAR-
10 and Openlmages. OE achieves comparable OOD results
to the results of BGC and SHARED COMBI $3/s3. In partic-
ular, SHARED CLASSI on its own is able to perform similar
to NTOM and ATOM without being explicitly trained for
OOD detection. Our BGC s; and SHARED COMBI s2/s3
work best in terms of OOD performance and show good test
accuracy, but again differences are minor.

Overall, as suggested by the theoretical results on the equiv-
alence of the scoring functions associated to Bayes optimal
classifier of OE with its implicit scoring function s3, BGC
with s3 and SHARED COMBI with s3, we observe that de-
spite these methods being implemented quite differently,

they behave very similar in our experimental results as sug-
gested by the theoretical considerations. In total we think
that this provides a much better understanding where differ-
ences of OOD methods are coming from, and shows that
for potential applications, one has some freedom of choice
between the different methods. Moreover, we have shown
that our proposed SHARED COMBI achieves arguably the
best combination of mean AUC and test accuracy for both
datasets.

4. Conclusion

In this paper we have analyzed different OOD detection
methods and have shown that the simple baseline of a binary
discriminator between in-and out-distribution is already a
very powerful OOD detection method if trained in a shared
fashion with a classifier. Moreover, we have revealed the
inner mechanism of Outlier Exposure and training with a
background class which combine information from p(i|x)

and p(y|z, ).
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A. Proof Theorem 1

Proof. This is the minimization problem

K
p(eli)(klz) log po(w) K] — (1~ plin|2) - 3 - logpo(a)[K

k=1

min — p(in|z) -
po(z)

v TM=

subjectto  pp(z)[k] > 0 foreach k € {1,..., K}

S po(a)lk] = 1.

For p(in |z) = 0 or p(z|i)(k|z) = 0, the optimalities of the respective terms are easy to show (applying the common
conventions for 0 log 0), so we assume those to be non-zero. The Lagrange function of the optimization problem is

M=

K
L(po(x), a, B) = —p(in[z) - }  p([i)(k|z) - log pg(z)[k] — (1 — p(in|z)) Z +log pg () [K]

K 1 K )
=" awpo(@)[k] + B (—1 + ZP&@)[M) ;
k=1 k=1

with 3 € R and o € RE. Its first derivative with respect to pg(z)[k] is

>
Il

oL i ; 1 . 11
ooy PO P e — e ) e e o)
_ @
po()k] T

The second derivative is a positive diagonal matrix on the domain, therefore we find the unique minimum by setting 9 to
zero, which means

_ s5(2)[]
pola)lh] = "5
The dual problem is hence maximizing (with o, > 0)
K oK (o K S5
0058 = ~plin ) S pa ki) low 55— (1= plnfe) 3 e low 5
k=1 Ok —1 Ok
K K
s (@) ] ( s <x>[k]>
- ap———+p| -1+ —
,; "B = an kZ:l B — ou
K
= 5 (x —log s®(x og(f — « b _ - B3
= 3" @ (tom o @lK +hos(3 — )+ 5 ) <5

here, o only appears in log(8 — ), so @ = 0 maximizes the expression. Noting Zle s¥(z)[k] = 1, what remains is
¢ (B) =1+log(B) — Zszl s (z)[k] log s¥ (x)[k] — B3, which is maximized by 3 = 1. This means that the dual optimal
pair is pg(7)[k] = s (z)[k], (B = 1, = 0). Slater’s condition [3] holds since the feasible set of the original problem is
the probability simplex. Thus, pp(z) = s (z) is indeed primal optimal. O
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B. Experimental details

The binary discriminators (BINDISC) as well as the classifiers with background class (BGC) and the shared binary
discriminator+classifier (SHARED) use the Wide ResNet 40-2 [20] architecture with the same code and training schedule
as used in [7]. This way we ensure that the differences do not arise due to differences in the training schedules. For the
established methods, we use the Plain and Outlier Exposure (OE) models from the official OE codebase! and for NTOM
and ATOM we use their code ? to evaluate their DenseNet models (their best models).

In our experiments, we use the 80 Million Tiny Images (80M) dataset [18] as training out-distribution as proposed by [7].
The 80M dataset is the de facto standard for training out-distribution aware models that has been adopted by most prior
works. Recently, this dataset has been retracted by the authors after [2] had pointed out the presence of offensive and
prejudicial images. We still use this dataset to be able to compare with other state-of-the-art methods without introducing a
potential bias due to dataset selection.

C. Shared versus individual estimation of p(i|z) and p(y|z, i)

As highlighted in the main experimental results section, the shared training of SHARED CLASSI and SHARED BINDISC
and their combination SHARED COMBI with s5/s3 as scoring functions yields the best OOD detection and test accuracy
among all methods. In this section, we briefly evaluate the importance of training the binary discriminator and the plain
classifier with a shared representation in comparison to training two entirely separate models PLAIN CLASSI and SEPARATE
BINDISC and their combination SEPARATE COMBI with scoring function s3. The results for CIFAR-10 and CIFAR-100 can
be found in Table 2. In total, we see that separate training in particular for CIFAR-100 leads to significantly worse results
compared to shared training as expected as the binary discriminator and the classifier cannot benefit from each other. An
interesting curiosity is that the combination of the separate classifier with the binary discriminator trained in a shared fashion
(PLAIN ® SHA D1sc) yields almost the same OOD results as SHARED COMBI even though the classifier is significantly
worse. Overall, SHARED COMBI performs significantly better when also considering the better classification accuracy
which it inherits of SHARED CLASSI.

Table 2. Evaluation (same metrics as in Table 1) of models trained with shared and separate representations. Shared training benefits both
the classifier and the binary discriminators.

IN-DISTRIBUTION: CIFAR-10

MODEL Acc. | MEAN SVHN LSUN UNI  SMOOTH C-100 OPENIM CELA | 80M
PLAIN CLASSI 94.84 85.75 91.91 91.63 87.69 78.27 87.83 83.23 79.43 88.42
SEPARATE BINDISC 97.06 99.53 99.59 99.94 99.99 90.59 89.93 99.84 98.86
SEPARATE COMBI s3 94.84 97.50 99.53 99.54 99.93 99.99 93.10 90.56 99.84 98.94
SHARED BINDISC 97.90 99.74 99.60 99.94 99.96 94.75 91.42 99.87 98.82
SHARED CLASSI 96.08 96.57 98.77 97.78 99.88 99.68 93.40 88.70 97.80 96.55
SHARED COMBI s3 96.08 97.96 99.73 99.58 99.96 99.96 95.14 91.48 99.85 98.78

PLAIN @ SHA DIsCs3  94.84 97.95 99.72 99.56 99.93 99.96 95.18 91.47 99.85 98.60

IN-DISTRIBUTION: CIFAR-100

MODEL Acc. | MEAN SVHN LSUN UNI  SMOOTH C-10 OPENIM | 80M
PLAIN CLASSI 75.96 77.48 71.38 76.89 78.14 88.36 75.33 74.60 76.24
SEPARATE BINDISC 78.28 54.41 94.84 99.95 97.99 54.74 67.77 82.56
SEPARATE COMBI s3 75.96 82.58 61.75 95.02 99.94 98.76 66.01 74.00 85.71
SHARED BINDISC 91.84 95.90 95.69 99.79 99.95 76.56 83.19 91.91
SHARED CLASSI 76.52 88.16 86.28 87.61 99.97 99.91 77.00 78.23 85.33
SHARED COMBI s3 76.52 92.03 95.49 95.42 99.97 99.98 78.46 82.85 91.43
PLAIN ® SHA DisCc s3  75.96 91.89 95.23 95.19 99.71 99.94 78.49 82.78 88.70

"https://github.com/hendrycks/outlier—exposure
2https ://github.com/jfc43/informative-outlier-mining
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